
Here are some tips to help identify potential fraud situations: 

1. If it sounds too good to be true, then it probably is a lie/scam.
2. Bizarre threats & asks.  The scammer may request payment in odd currency like giftcards or Bitcoin. They may threaten that the
      RCMP will arrest you if you don't comply and use urgency as a way to disorient you.
4. Knowledge is key. If you’re aware of the scams and hacking techniques being used, you will be able to identify when you are being
      targeted and remove yourself from the situation. Find tips to recognize the latest frauds on the Competition Bureau of Canada website.
3. Vague Details. Scammers will instruct you to be vague when dealing with your �nancial institution.
5. Beware of recovery scams.  Victims of fraud are often targeted a second or third time with the promise of recovering money
       previously lost. Never send more money to recover money.

Never provide personal information through the internet by email or over the phone. If you are unsure who you are talking to or if it 
feels suspicious stop what you are doing and call us at 1-877-WESTOBA and we can evaluate the situation with you.
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Have you been a victim of fraud?
  If you think you may have been a victim of fraud, you are encouraged to follow these steps:

Step 1: Gather all information about the fraud. Example: documents, receipts, copies of emails and/or text messages.
Step 2: Report the incident to your local law enforcement.
Step 3: Contact the Canadian Anti-Fraud Centre toll free at 1-888-495-8501 or through the Fraud Reporting System (FRS).
Step 4: Report the incident to your �nancial institution and/or the �nancial institution where the money was sent.
Step 5: If the fraud took place online through Facebook, eBay, a classi�ed ad such as Kijiji or a dating website, be sure to report the incident
                 directly to the website as well. These details can be found under ‘report abuse’ or ‘report an ad.’
Step 6: Change any usernames, passwords and/or PINs that may have been compromised. Update all saved passwords on devices.
Step 7: Victims of identity fraud should place �ags on all their accounts and report to both credit bureaus, Equifax and TransUnion.

Fraud can happen to anyone. We are here to help you through your situation. If you think you may have been a victim of fraud, please call 
1-877-WESTOBA immediately and we can help you through the next steps.


