
What is the Grandparent Scam?
The grandparent scam typically works by a phone call 
to the senior and the caller claims to be the 
grandchild of the person who answers. The 
caller, who typically sounds distressed, 
may try any of these tactics:

• Claim to be law enforcement 
official, lawyer or impersonate 
the grandchild/family member.

• Use urgency and threats to 
convince you to take out 
money.

• Claim that there is a “gag order” 
preventing you from speaking 
about the situation.

The caller may also plead with the ‘grandparent’ 
not to tell anyone. “Please don’t tell my mom, 
Grandma – she’ll be so upset.”

Fraudsters can target victims through the grandparent 
scam by phone call, email and text message, with many 
using details from Facebook or other social media to 
make their stories more believable. Fraudsters may 
request electronic transfer of funds or offer to visit your 
home to pick up funds.

How to prevent being defrauded
• Hang up and DO NOT provide any 

information to the caller.

• If the caller claims to be a law enforcement 
official, hang up and call your local police 
directly, using a phone number from a 
reputable source – not one provided by the 
caller.

• Do not send money to the caller and do not 
give the caller your address.

• Call your family members right away, 
especially the family member in question.

•  Report this information to police.

• Tell your friends and family to help prevent 
others from being scammed.

Ask Questions, Don’t Answer Them
These types of fraud calls trick the victim in to 
providing information, which the fraudster then uses 
against the victim. Make sure you are not offering 
names or confirming details that the fraudsters are 
prompting you to provide. If they are who they say they 
are, they will be able to answer your questions.

Protect Yourself
Be mindful of what you post online. Scammers can use 
details shared on social media such as family names 
and locations.
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LEARN MORE 
Visit the Canadian Anti-Fraud 

Centre website for fraud information 
- Canadian Anti-Fraud Centre 

(antifraudcentre-centreantifraude.ca)

https://westoba.com/
https://antifraudcentre-centreantifraude.ca/

